SushiSwap Privacy Policy

Understanding how SushiSwap protects your privacy and handles data on the leading decentralized exchange platform.

Introduction to SushiSwap Privacy

SushiSwap operates as a decentralized exchange (DEX) built on blockchain technology, which fundamentally changes
how user data and privacy are handled compared to traditional centralized platforms. This privacy policy explains how
the SushiSwap exchange collects, uses, and protects information when you interact with our protocol.

As a decentralized platform, Sushi Swap prioritizes user privacy and minimizes data collection while maintaining the
transparency and security expected from a leading DeFi protocol.

Core Privacy Principles

Decentralized Architecture

SushiSwap's decentralized nature means we don't operate traditional user accounts or store personal information on
centralized servers. Your interaction with the SushiSwap exchange occurs directly between your wallet and the
blockchain.

Non-Custodial Protocol

Sushi Swap is a non-custodial platform, meaning we never hold or control your funds. Your assets remain in your wallet
at all times, eliminating the need for us to collect or store sensitive financial information.

Transparent Operations

All SushiSwap transactions are recorded on public blockchains, providing complete transparency while maintaining
pseudonymity through wallet addresses rather than personal identification.

Information Collection and Usage

SushiSwap Wallet Address Information

When you connect your wallet to the SushiSwap exchange, we may temporarily access your public wallet address to
facilitate transactions. This information is used solely for protocol operations and is not stored on our servers.

Transaction Data

Sushi Swap interacts with public blockchain data to display transaction history, liquidity positions, and trading activity.
This information is already publicly available on the blockchain and we don't collect additional personal data.

Website Analytics

The SushiSwap interface may use analytics tools to understand user behavior and improve platform performance. These
tools typically collect anonymized data about website usage patterns.

Cookie Usage

Like most websites, SushiSwap may use cookies to enhance user experience, remember preferences, and analyze site
traffic. You can control cookie settings through your browser preferences.

Data Protection Measures

No Personal Data Storage

SushiSwap does not require or store personal identification information such as names, email addresses, or
government-issued IDs. Your privacy is protected by design through our decentralized architecture.

Encrypted Communications

All communications with the SushiSwap exchange interface use standard encryption protocols to protect data
transmission between your device and our services.

SushiSwap Smart Contract Security

Sushi Swap employs rigorously audited smart contracts and follows security best practices to protect user funds and



transaction integrity without compromising privacy.

Third-Party Services and Data Sharing

Blockchain Networks

Since SushiSwap operates on public blockchains, your transaction data is inherently shared with the network nodes and
becomes part of the public ledger, though in pseudonymous form.

Service Providers

We may use third-party services for hosting, analytics, or development purposes. These providers are contractually
obligated to protect your data and use it only for SushiSwap operations.

Legal Compliance

SushiSwap may disclose information if required by law, court order, or governmental authority, though our
decentralized nature limits the personal data we can provide.

User Rights and Control

Wallet Disconnection

You maintain full control over your data by simply disconnecting your wallet from the SushiSwap exchange interface at
any time. This immediately stops any data access through the web interface.

Transaction Privacy

While blockchain transactions are public, you can enhance your privacy by using new wallet addresses for different
activities on the Sushi Swap platform.

Data Access Requests

Since SushiSwap doesn't store personal data, traditional data access requests may not apply. However, we're
committed to transparency about what little data we do process.

Cross-Border Data Transfers

Global Blockchain Nature

As a decentralized protocol operating on global blockchain networks, SushiSwap data processing inherently involves
cross-border data transfers. The public blockchain ledger is distributed across nodes worldwide.

Compliance Framework

Sushi Swap follows applicable data protection regulations while acknowledging the unique characteristics of
decentralized blockchain technology and its impact on traditional data transfer concepts.

Children's Privacy

SushiSwap is not directed at individuals under the age of 18, and we do not knowingly collect any personal information
from children. Our decentralized nature means we don't typically have mechanisms to verify user ages.

Policy Updates and Changes

Protocol Evolution

As the SushiSwap exchange evolves and new features are added, we may update this privacy policy to reflect changes
in data handling practices. Significant changes will be communicated to users.

Governance Involvement

Major changes to Sushi Swap privacy practices may be subject to community governance proposals, allowing SUSHI
token holders to participate in decisions affecting user privacy.

Contact and Support

Privacy Questions



For questions about this privacy policy or SushiSwap's data practices, users can contact our team through official
communication channels listed on our website.

Security Concerns

If you have security concerns or suspect privacy-related issues with the SushiSwap exchange, please report them
immediately through our official security contact channels.

Comparing SushiSwap Privacy to Centralized Exchanges

Minimal Data Collection

Unlike centralized exchanges that require extensive personal information for KYC/AML compliance, Sushi Swap
operates without mandatory identity verification, significantly reducing data collection.

User Control

SushiSwap users maintain complete control over their funds and data through self-custodied wallets, unlike centralized
platforms that control user assets and personal information.

Transparent Operations

All SushiSwap operations are verifiable on public blockchains, providing transparency without compromising individual
privacy through pseudonymous wallet addresses.

Understanding Blockchain Privacy Limitations

Public Nature of Transactions

While SushiSwap doesn't collect personal information, it's important to understand that blockchain transactions are
publicly visible and can potentially be analyzed to link wallet addresses to real-world identities.

Privacy-Enhancing Technologies

Sushi Swap may integrate with or support privacy-enhancing technologies and Layer 2 solutions that offer improved
transaction privacy while maintaining decentralization.

User Responsibilities

Wallet Security

Users are responsible for maintaining the security of their wallets and private keys. SushiSwap cannot recover lost keys
or reverse transactions due to the decentralized nature of the protocol.

Informed Usage

By using the SushiSwap exchange, you acknowledge and understand the privacy implications of blockchain technology
and take responsibility for your own privacy measures.

Conclusion

SushiSwap's privacy-first approach reflects our commitment to building a decentralized financial system that respects
user autonomy and data protection. By leveraging blockchain technology, we've created a Sushi Swap exchange that
minimizes data collection while maximizing user control and transparency.

This privacy policy demonstrates how SushiSwap differs fundamentally from traditional financial services in its
approach to data handling, putting privacy and user sovereignty at the forefront of our decentralized exchange
platform.



